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1 Overall description
CT3 is discussing the scope of user consent and the impact of its change on retrieving the data subject to user consent stored in the ADRF or historical data in the NWDAF. The main issue that was identified is that currently no user consent check is specified when retrieving data subject to user consent from the ADRF/NWDAF if the user consent for certain purpose has not been checked by the NF service consumer which stores the data and the user consent checking is required by local policy or regulation. This can lead to potentially problematic situations such as the following scenario:
EXAMPLE:	NWDAF1 checks that user consent is granted for the purpose of "Analytics", so it collects and stores the data into the ADRF. NWDAF2 later retrieves this data from the ADRF and (since there is no user consent check for the interaction with the ADRF) uses it also for any other purposes, e.g. for ML Model training, although the user consent did not exist for that purpose when the data was collected and stored in the ADRF by NWDAF1, which means the NWDAF2 with unchecked purpose can bypass the restriction of the user consent.
CT3 would like to ask SA3 (for the security issues related to all questions) and SA2 (for the issues that need to be determined based on and/or specified in 3GPP TS 23.288 clause 6.2.9 and other user consent related clauses):
Question 1:	Whether all the NF service consumers need to check user consent to be granted for all its usage purposes before retrieving data from the ADRF/NWDAF?
Question 2:	If the answer to question 1 is yes, how to handle the user consent checking when multiple consumers retrieve the same data from the ADRF/NWDAF for the same purpose or for different purposes?
2 Actions
To SA3:
ACTION: 	CT3 kindly asks SA3 and SA2 to answer above questions and amend the specifications accordingly.
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